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BIOMOBOCTIMKICTb MPOrPAMHOIO 3ABE3MNEYEHHA TAPAHTO3OATHUX
KOMIMIOTEPHUX CUCTEM

Abstract: In the paper the problems of creation of the fault-tolerant software for dependable computing systems are
considered. The analysis of a modern status of a problem is carried out. The various methods of creation of the fault-

tolerant software are described. The ratings of the approaches of the N -version software and model of recovery
blocks are made. The example of the concrete project of the N -version software is given.
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AHomauis: Y cmammi po3ansHymi npobriemu cmeopeHHs cmilikoeo 0o 8i0Mo8 npoespaMHO20 3abesneyeHHs1 Ons
2apaHmo3famHux 6opmosux asmoHOMHUX KoMrinekcie 0osz2ompueanio2o ¢hyHkKUioHyeaHHs. [lpoeedeHo aHani3
cyyacHoeo cmaHy npobnemu. OnucaHi pi3Hi MemodOu CmMEOPEeHHsT 8iOMOBOCMIlIKO20 Mpo2paMHoO20 3abe3rneyeHHs.

3pobneni ouinku nioxodie N -sepcitiHozo npoepamHozo 3abe3neqerHs ma moderi 6riokie 8idHoaneHHs. MMpusedeHut

npuknad koHkpemHozo npoekmy N -eepcitiHozo npozpamHoz0 3abe3neyeHHs.
Knrovoei cnoea: eapaHmo3damuicmb, npozspaMHe 3abesnedyeHHsl, [MOMUSIKa, HecrpaeHicmb, 8i0Moea,

gidmoeocmitikicms, cneyugbikayis, N -eepciiiHe npozpamHe 3abe3neyeHHs.

AHHOmMauyust. B cmambe paccmompeHs! npobnembl co3daHuUs 0mKa3oycmoulyugoeo MpoepaMMHO20 obecrieyeHus
Onss  2apaHmMocnocobHbIX 60pmMOBbIX a8MOHOMHbIX KOMIIEKCO8 OrnumesibHo20 yHKUUoHuUposaHusi. [lposedeH
aHanu3 cospemMeHHo20 cocmosiHuss npobnemsl. OnucaHbl pasnuyHbie Memoldbl C030aHUsi OMKa30ycmou4Yu8o20

npozpammHozo obecrieyeHus. Cdenarbl oueHku nodxodoe N -sepcuoHHoz20 npoepammHozo obecrneyeHus u modenu

6rokoe eoccmaroeneHus. [lpueedeH npumep KoHkpemHozo npoekma N -eepcuoHHO20 npozpamMmMHOZ0
obecrieyeHus.
Knioveenle cnoea:. eapaHmocnocobHocmb, MpospamMmHoe obecrieyeHue, owubka, HeucrnpagHOCMb, OMKa3,

omKasoycmoﬁqueocmb, N -8€PCUOHHOe rpoecpaMMHOe obecrieyeHue.

1. Betyn

MixxHapogHa cucTteMaTtum3auiss 6a30BUX MOHSATb i TAKCOHOMIS rapaHTo3gaTHUX (HaginHUX Ta 6e3neyHunx)
obumncneHb Ta ix mogudikoBaHa TakKCOHOMIYHA CXeMa 3 ypaxyBaHHAM (haKTOpiB €BOJOLii KOMN'IOTEPHUX
cuctem (KC) pocnigxkytoTbcs B poboTtax [1, 2]. B Hux Ta y poborTi [3] rapaHTo34aTHICTE BU3HAYAETbCA SK
HaacknagHa BracTMBICTb CUCTEMUW rapaHTOBaHO HajaBaTw 3afaHi cneuwudikadieto nocnyru (BUKOHyBaTu
YHKLIT), SKUM MOXHa BUMNpaBOaHO [OOBIPATW; rapaHTO34aTHOK € cucTeMa, sikin npuTamaHHa Taka
BnacTtuBicTb. [porpamHe 3abesneyeHHs (M13) cyyacHux rapaHTosgaTHux KC 6a3syeTbCs Ha roTOBHOCTI,
6e3BiaMOBHOCTI, dyHKUioHanbHin 6e3neui, UinicHocTi Ta obcnyroByBaHHi. B Toi ke Yyac BOHO MOBWMHHO
Bignosigatm Bumoram 6e3nekn. Ak Bigomo i3 [4, 5], Ge3neka € komMbGiHauiet KOHpiOEHLIAHOCTI
(monepemXeHHs1 HENMpaBOMIPHOIO PO3KPUTTA iHdopMaLii), UinicHOCTI (nonepemXeHHs HenpaBOMIPHOro
npaerieHHs abo cTupaHHsi iHdopMmaLii) Ta roTOBHOCTI (MonepeaXeHHs1 HeNPaBOMIPHOI BiAMOBW MOCTaBKM
iHdbopmauii). B poboTi [6] noBedeHo, L0 MOKa3HWKM rapaHTo34aTHOCTI Ta 6e3neku cnig po3rnsgaTtun sk
Pi3Hi acnektu 3aranbHoi npobremu. Lle o3Havae, WO A0 HUX MOXHA 3aCTOCOBYBATW 3aranbHi PilLEeHHS.
Otxe, nigxoaw, wWo 6a3yloTbCA Ha NPUHLIMNAX BiAMOBOCTINKOCTI, MOXYTb 3a6e3neunT BUCOKUI piBEHb SIK

0e3BigMOBHOCTI, Tak i beaneku.

2. Cnoco6u peani3auii BigMOBOCTINKOCTi nporpamMmHoro 3a6e3sne4yeHHs
BiomoBocrTinkictb  (CTiikicTe 00 BigMOB) € yHOAMEHTanbHMM METOAOM ANs  LOCSTHEHHs
rapaHTo3gaTHOCTI obuncneHb. Cnocobamun 3abesneyveHHs BigMOBOCTIAKOCTI €:

— BUABINEHHA NMOMUIIKK,
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— 0bpobka HecnpaBHOCTI;

— OUiHKa NOLUKOKEHHS;

— BiJHOBIEHHSA NiCNsA NOMUIIKN.
Bci Ui cnocobu peanisytoTbCsa 3a OOMOMOIMOK 3aXMCHOI HaAJIMLLKOBOCTI (HaAMIPHOCTI) anropuUTMiYHMX,
YHKUiIOHANbHNX, YacOBMX Ta IHLWWX ENIEMEHTIB apXiTeKTypu CUCTEMU 3 ypaxyBaHHsIM OOMEXEHb,

06YMOBMEHUX HECMPABHOCTAMM Ta 3MiHAMMW BUMOT | YMOB BUKOPUCTaHHSI.

2.1. BuaiBrneHHsA NOMUNKH

BuaBneHHs noMWMKM NpOBOAMTLCA 3a [AOMOMOrOK MepeBipkn NPaBUMbHOCTI pesynbTaTy pilleHHA
3aBAaHHs. B igeani npaBunbHicTb poboTn cnctemmn noBnHHa GalyBaTUCb Ha MepeBipLi, UM BignoBigae Ls
poboTa cneumdikauii cuctemn. Taka nepeBipka MOBUHHA BUKOHYBATUCb HE3ANEXHWMW Bif CUCTEMMU
MexaHiamamu (bnokamn, mogynsamu). Crneumdikauis noBuHHa OyTn BMpaxeHa B TepMiHax iHdopmauii,
30BHiWHLOI A0 cuctemn. OpHielo i3 ronoBHUX ocobnueocTel BigmoBocTiKocTi 13 € MoXnuBicTb
nepeBipku NpaBUIbHOCTI pe3ynbTaTy 40 TOro, siKk pe3ynbTaT Buinge 3a Mmexi cuctemu (bnoka, Moayns).

B 3anexHocTi Big o0OMexeHb BapTOCTi Ta NPOAYKTUMBHOCTI CUCTEMU NEPEBIPKM MOXYTb
BMKOHYBATUCb NOPIBHAHHSAM pe3ynbTaTiB:

— MOBTOPHOr0 BUKOPUCTaHHS CUCTEMU;

— BUKOPUCTaHHSA KifTbKOX KONIi OAHIET i TiET XX cuctemu;

— BUKOPUCTaHHSA KifTbKOX Pi3HUX BEpCin cucTeMu.

IHOOI 3acTOCOBYKOTb MEPEBiPKY 3BOPOTHUM XOOOM: pesynbTaT, OTPUMaHUA  CUCTEMOLO,
00pobnsieTbCs Yy 3BOPOTHOMY MOPSAAKY, WOO OTpuMaTK BiAnMoBigHI BXOAM i MOPIBHATK iX 3 daKTUYHUMM.
Llle oamH cnocib — nepesipka pesynbTaTy Ha NPUUHATHICTL. BUKOPUCTOBYIOTL TakoX BiACYTHICTb BianosiAi
KOMMOHEHTU Ha MOBIAOMIEHHSA B MeXax BU3HAYEHOro Yacy, NOPIBHAHHSA KOHTPOMbHUX CYM iHhOpMaLiHMX

OnokiB ToLLO.

2.2. O6pobka HecnpaBHOCTi

O6pobka HecnpaBHOCTI Nonsirae y BU3Ha4YeHHI MiCLIEMONOXEHHS HECNPaBHOiI KOMMOHEHTH 13 Ta 3amiHi 1T
Ha cnpasHui. [Ins uiel 3amiHn cucTema NoOBUHHA MaTW Y CBOEMY PO3MNOPSMAKEHHI HaAIMLIKOBI KOMMOHEHTH
M3 Ta pesepBu yacy. HagnuwkosicTb y cucteMi Moxe 6yt Mmackyioda abo AuHamiyHa. Mackytova
HaANUWKOBICTb — CTaTU4yHa, Hanpukniag, noTpiiHe wmoaynbHe pesepByBaHHA (TMR). [OuHamivyHa
HaOIULWIKOBICTb — L BHYTPIWHA HaAMIPHICTb KOMMOHEHTW, L0 BUKOPUCTOBYETBHCS ANS BU3HAYEHHSA
NoMuUNKoBOI iHdopmaLii. BoHa noBvHHa 6yTu AOMOBHEHA 30BHILLHLOK HAAMULLIKOBICTIO, sika 3abe3neynTb
BiJHOBMEHHS KOMMOHEHTU MiCAs NOMWUNKW. Y BiOHOBMIOBAHHI 3aCTOCOBYIOTb CTpaTerii 3amilleHHa Ta
pekoHdirypauii. MNpu 3amilleHHi 3aMiCTb HeCnpaBHOI KOMMNOHEHTM BKMIOYAETLCH pe3epBHa KOMMOHEHTA,
sika He Oyna aktuBHOW. [Mpu pekoHdirypauii yHKLiT HecnpaBHOI KOMMOHEHTW MepeknagarTbCa Ha Ti
KOMMOHEHTU CMCTEeMU, WO MNpauoTb yeniwHOo. MNpu UbOMYy 3aranbHa NPOAYKTUBHICTb CUCTEMMU AELLo
3MEeHLUYEThCS, WO Cnif peTenbHO BpaxoByBaTW MpU NPOEKTYBaHHI KPUTUYHMX cucTeM. Ha BigmiHy Bifg
anapaTtHoro 3amilleHHs B 13 pe3epBHa KOMMOHEHTa 3aMiHAE€ OCHOBHY nuLle Ha Aeskui Yac (4ns neBHol

koMBiHaLii BXiAHWUX AaHKX), NICrs YOro BUKOHYETLCA crnpoba NoBEPHYTN A0 POBOTU OCHOBHY KOMMOHEHTY.
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Ona 3abe3neyeHHs rapaHTo3gaTHOCTI cuctema abo 1i KOMNOHEHTWM MOBWHHI MaTuU MexaHi3mu
obMexXeHHs NOMUIKK, WO A03BONAThL 3abnoKyBaTh NpoLec po3noBCIOAXEHHS NOLLKOMKEHOT iHdopmauiT i3
cnctemm (KOMMNoHeHTH). Tlicnsa uboro cnig BU3HAYMTU CTYNiHb MOLUKOMKEHHS Ta MOXIMBMX Hacnigkie ans

OTOYYHOYOro CepefoBULLIA i BKITKOUUTU HEOOXiQHI MeXaHi3MM NPOTN HEraTUBHOIO PO3BUTKY NMOAIM Ta aBapii.

2.3. OuiHKa NOLWKOMXEeHHA

OuiHKa NOLUKOMXEHHS, BUKINIMKAHOIO HECMNPABHICTIO, BU3HAYaE, SKi MPOLLECH | MOYNHAKOUMN 3 IKOTO MOMEHTY
cnig BBaxaTu HenpaBunbHUMK, LWOG NOBTOPHO iX nepe3anycTutu. Taka oOuiHKa BUKOHYETLCHA 3a
JOMOMOrol0 MeToAy CTPYKTYpYyBaHHA cuctemu, Lo 3abesneyye npeacraBneHHs poboTu cuctemu y
BUMMSIAi enemMeHTapHuX gin [7]. 3Ha4yHO NpocTile BBaXKaTW, NOYMHAKOYMN 3 BiPHOI KOHTPOSBbHOI TOYKM, sika
Oyna 3adpikcoBaHa B NaM'ATi nepen YLIKOMKEHHAM MpoueciB BM3HadeHOi obnacTi, wob noBTOPHO
nepesanyctuti ix abo, BPaxOBYHUM HasIBHWA pe3epB pearlbHOro 4vacy, 3aMiHUTWU iX HesincoBaHMMWU

ayonounmMm gaHy QyHKuiko.

2.4. BinHOBNEHHSA nicns NoOMUnKu
Mpouec BigHOBNEHHS MiCNs NOMMUIKU 3aCTOCOBYE [Ba OCHOBHiI MeTOAW: pPeTPOCMNEKTUBHE BiAHOBIEHHSA
nicnsi NOMUIKU Ta BiAHOBMNEHHS 6e3 NOBEepHEHHS 0 NonepeaHbOro CTaHy.

PeTpocnekTuBHe BigHOBMEHHS Micrs NoMunkm 0asyeTbca Ha dikcauii B nam’saTi KOHTPONbHUX
ToYoK. Lle meToa npunyckae Hes3HaHHs TOYHOro MiICLLenonoXeHHA HecnpaBHOCTI Ta Hacnigkis 1i 4l B
cuctemi. bnok BiOHOBMEHHS BKIOYAE [OE€5KY KiNbKiCTb pPe3epBHUX arnbTEepPHATMBHUX anroputmie (Lo
Ha3MBalTbCA «3aMiHAMU»), Ha SKUX Nepes3anyckalTbCsa NOTPIOHI Npouecn 3 gaHUMK, B3STUMM 3 Nam'siTi
KOHTpOnbHUX To4ok. OTxe, popma meTody AyKe NpoCTa, OCKINbKW Take BigHOBMEHHS He noTpebye
JiarHoCTyBaHHS Ta 3HAXOLXKEHHS MICLIENONOXEHHSA HecnpaBHOCTI. Ane nNpu LbOMY BTpadaeTbCa Yac BXe
BMKOHaHOT poboTu.

BigHOBneHHa ©e3 MNOBepHEeHHs [0 nonepeaHbOoro CTaHy Mpunyckae TOYHY igeHTudikaLio
HecnpaBHOCTi i 3abe3neyeHHss MexaHiamy ans il ycyHeHHs. [1py UbOMy 3aHOBO BMKOHYHOTBCA NULLE Ti
npoecw, Wwo 6ynu BUKOHaHI HenpaBuibHO, TOBTO Len meToa Ginbl edpekTUBHUIA, HXK nonepegHin. OgHak

BiH NPUMHATHUI NMLLE ANSA NPOCTUX HECMPABHOCTEN Ta MEXaHi3MiB TX YCYHEHHS.

3. N -BepciitHe nporpamHe 3a6e3ne4yeHHs

Bigomo, wWo B Haw 4ac HambGinblly 3arpo3dy Ans CydacHUX OBYuMCroBanbHUX CUCTEM MPeaCcTaBnsioTb
HecnpaBHOCTI MpOeKTyBaHHs. Pi3ke 3pocTaHHs CKNagHOCTI nporpamHoro 3abesnevyeHHs nNpu3Beno Ao
TOro, WO CTano NpakTU4HO HEMOXIMBUM BUSBMEHHS Ta BUOANEHHS BCiX HECNPABHOCTEN MPOEKTYBAHHS
M3 po BBogy cuctemyn B pasy BUMKOpPUCTaHHA. Hanpuknag, BigHOCHO HepaBHO 6yna BusiBNeHa
HECnpaBHICTb MPOEKTyBaHHs B Mikponpouecopi Pentium, 3 sakum yxe OynM BWUrOTOBMEHI Ta
PO3MOBCHOMKEHI TUCAYi koMm'toTepiB. Lla HecnpaBHicTb KowTyBana qipMi-BUpobHUKY $475 MinbMoHiIB.
Taknx npuknagiB MoXHa npuBecTu 6e3nivy. dyHOaMeHTanbHMM pilleHHAM MpobreMyn HecnpaBHOCTEWN
npoekTyBaHHs B 13 € npuHUMN pi3HOMAaHITHOCTi NPOEKTIB. Pi3HOMaHITHICTb MPOEKTIB BMHMKIIA SIK aHarnor
OybnioBaHHA anapaTHux 3acobiB. Ane B anapaTtypi 3aCcTOCOBYETbCHA MPOCTE KOMilOBaHHA KaHanis

obuucneHHsn, 60 BOHO € edeKkTMBHUM 3acOobOM MacKyBaHHS BUMNAAKOBUX (i3UYHUX HeECnpaBHOCTEN
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anapaTHux 3acobis. NpoTe konitoBaHHA 6noka M3 6yae KonioBaTth i He BUSABMEHI B HbOMY HECMNPaBHOCTI
npoekTyBaHHsA. ToMy KoxeH 6ok M3, wo Aybnioe BUKOHAHHA OJHIEl i Tiel X (YHKUIT, MOBUHEH ByTK
po3p00neHniA He3anexHo Bif iHWKX BGMNOKIB. Y LbOMY i nonsrae KoHUenuis pisHOMaHITHOCTi NPOEKTYBaHHS
nporpamMHoro 3abesneyeHHss abo 6araToBepPCiNHUX OBYNCIEHD.

Brok N3, He 3abe3nevyeHunin 3acobamm BiAMOBOCTINKOCTI, HA3MBAETbCS CUMMNIIEKCHUM 6riokoMm. BiH
HaBiTb MiCNsi TECTYBaHHA MOXe MaTu HEBWSIBIEHI ©0e3fisnibHi HecnpaBHOCTI, SKi NpU BU3HAYEHMX
obcTaBuHax (Hanpuknag, npy eskomy BMNagkoBOMY Habopi BXiOHWMX AaHWX) aKTUBI3YOTbCH | NPUBOAATb
00 BUPOGNEeHHst GNOKOM HenpaBWibHUX BUXiAHMX pe3ynbTaTtiB. Y UbOMY BMNAgKy MW MaTUMEMO
HecnpaBHui 6nok M3. LWob 3pobuTtn Takmin 6noK BiAMOBOCTINKUM, 4O HbOro A06aBNATbL OANH abo Kinbka
CUMMIEKCHMX BroKiB, ski ByayTb MackyBaTh pe3ynbTaT HecrnpaBHOro 6roka. [ns Toro, wob 3abesneuntun
BigmoBocTinkicTe Habopy 3 N 6rokise, ge N =2, tpeba cTBOPUTM [N HLOTO CepenoBuLle
BiJMOBOCTIIKOIrO BMKOHaHHS. Lle cepeaoBuLle NOBUMHHO 3abes3nedyBaTy MOPIBHSAHHS pe3ynbTaTiB poboTn
GrokiB y crneuianbHO BUOpaHUX TOYKax MEpPEXPecHOro KOHTposnto. ICHye aBi OCHOBHI mogeni nobyaosu 13
i3 cumnnekcHux 6rokis: mogens N -BepciiiHoro nporpamHoro 3abesnedeHHs (NVS) i mogenb 6nokis

BigHoBNneHHs (RB) [8]. Lli mogeni nokasaHi Ha puc. 1 Ta 2.
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Puc. 1. Mogens N -BepciitHoro nporpamHoro 3a6eanederHst (NVS) npy N =3

O6uaBi Moaeni 3acToCOBYHOTb Pi3HOMaHITHICTb cumnnekcHux ©6nokis. L 6nokn B NVS
Ha3MBalTbCA BepcisMu, a B mogeni RB — anbTepHaTuBamu i npuiiManeHO-34aBanbHUM TecToM. PisHuus
MoZenen nonsrae B ToMy, SIK (POPMYETLCA PilleHHS BiOHOCHO MpPaBWibHUX BUXOAIB BiAMOBOCTINKOIO
6noka, wo cknagaetbca 3 N = 2 cumnnekcHux 6nokis. Mogens NVS 3acTOCOBYe anroputM rpyrnoBoro
pilLEHHS1, iK1 3abe3nevye cepenoBULLLEe BUKOHAHHS | 3HAXOA4WUTb KOHCEHCYC ABOX abo OinbLUOi KiNIbKOCTI
suxogis cepen N Bepciit. Lieit koHceHcyc i Byae npaBunbHUM BUXOOOM BiAMOBOCTINKOro 6noka. Buxoau
po3mHoXyloTbest Ha N kaHanis ans 3abesneyeHHs poboTH HACTYMNHOO BiAMOBOCTINKOro 6rioka M3.

OcKinbkn anropuTMu, O BUKOPUCTOBYHOTb OKPEMI BEPCIi, MOXYTb OYTM Pi3HUMM, TO i pe3ynbTaTtu
Ha BMXOAax LMX BEPCI MOXYTb fexaTu B AesikOMY Aiana3oHi 3HadeHb. ToMy He0oOXigHO MaTu anroputm
BMOOpY pilleHHs, wob BubpaTu npaBwuibHUI pe3ynbTaT 3 Habopy MoAibHWX, ane He iOeHTUYHUX

pesynbTatiB. fAKWO Aekinbka NOAIGHUX pesynbTaTiB MOMWUMKOBI, BOHW Ha3uMBalOTbCs NOAiGHUMMK
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nomunkamu. SAKWO KiNbKiCTb NOAIGHMX MNOMUMKOBUX pe3ynbTaTiB MNepeBeplUye KiNbKiCTb MnoAibHMX
npaBuUnbHUX pe3ynbTaTiB y Touli BUOOPY, TO anropntm BUBOPY pilleHHs BUGepe NOMUMKOBUIA pe3ynbTar.

Hanpwknag, ABi nogidHi NTOMUNKM nepeBaxkaTb OAUH NPaBUIbHUIA pe3ynbTaT y BUNaAKy TPbOX BEPCIN.
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Puc. 2. Mogenb 6noka BigHoBneHHsi (RB)

Mogenb RB 3acTocoBye nepeBipky pesynbraty poboTu iHOAMBIgyanbHOI anbTepHaTUBMU
npuiMansHO-3aaBanbHUM TecToM. Ller TecT mae 6yTu cneumdiyHnm Ans 4aHol NporpaMum i BU3Ha4aeTbCs
3aMOBHUKOM L€l nporpamu. Akwo pesynstat poboTu anbTepHaTuem 1 NPONLLIOB NepeBipKy NpuinmarbHO-
34aBanbHUM TEeCTOM YCMilHO, TO WMOro BUXig BBaXaeTbCs MPaBWUNbHUMM i [OMYCKaeTbCa Ha BXig
HacTynHoro BigmoBocTikoro 6noka 3. B iHWOMY BMNagky BUMKOHYETbCA 3aMiHa anbTepHaTtvBm 1 Ha
anbTepHatuBy 2. Taka moenb y BMNagKy BUSIBMEHHSA HECMpaBHOCTI MPUMYCKae MOBTOPHE BUKOHaHHS
6roka Ha Ti ke anapatypi. OTxe € Binbll 3aTpaTHOK 3a Yacom Ta Binbll EKOHOMHOK 3a anapaTypoto
BigHOCHO moaeni NVS.

Moxnuse 3actocyBaHHA kOoMbGiHauii LMx moaenen. Hanpuknag, ong NpUAHATTS pPilleHHs Wwono
npaBuUIbHOCTI BUXoAYy okpeMoi Bepcili B moaeni NVS MoxXHa cKopucTaTuChb NpunManbHO-34aBarnbHUMU
Tectamu.

Ak mogenb NVS, Tak i mogens RB moxe 6yTu peanizoBaHa ans napanensHoro abo nocnigoBHOro
BMKOHAHHS B 3areXHOCTI Bif HassBHOCTi O4HOYACHO JOCTYMNHUX anapaTHUX KaHarsis.

[na npoekTyBaHHA iHOMBIAYanbHOI Bepcii abo anbTepHaTMBU MNOTPIOHO BUPOBUTM LeTanbHy
crneumdikauito. Cneuundikauis NOBMHHA NOBHICTIO Ta OAHO3HAYHO ChopMyroBaTU (PYHKLIOHAMNbHI BUMOTH
0O nporpamu i B TOW Xe 4Yac 3anunTu MakcumarsribHi MOXIMBOCTI 3 pi3HOMaHITHOCTI 1i peanisauii.
Cneuudikauis NOBUHHA BU3HAYUTMU:

— (byHKUiI0, L0 NOBMHHA ByTK peanizoBaHa N-BepcCielo NporpamMHoOro Moaynsi;

— TOYKM NEPEXPECHOr0 KOHTPOII, B SKUX anroputm BUBopy pilleHHa Byae BM3HaA4YaTU KOHCEHCYC
3 iHWKUMK Bepciamu;

— 3MICT i dhopMaT BEKTOPIB NEpPexpecHOro KOHTPOSHO, SKi MOBUHHI reHepyBaTUCA B KOXHIN TOYLi
nepexpecHoro KOHTPOrio;

— anroput™m BMOOPY PILLEHHS, O MOBUHEH BUKOPUCTOBYBATUCb Y KOXHIiA TOYLi MepexpecHoro
KOHTPONIO;

— BiANOBIAb HA MOXMNMBI pe3ynbTaTu PilLEeHHS.
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Ons po6otu M3 y pexxumi N -BepciltHOro BukoHaHHA NOTPiGeH TakoX MexaHi3M CUHXPOHi3aLlii. 3a
JOMOMOro0 LibOro MexaHi3my KOXHa BepcCisi CrnoBilllae Npo rOTOBHICTb CBOrO BEKTOpa Ta nepexoauTb Y
PexXuM OYiKyBaHHS curHamy Bif MexaHiamy BMOOpPY pilleHHs. MexaHi3aM cuMHXpoHi3auil Takox 3anobirae
roflocyBaHHIO pe3ynbTaTiB 40 TOro Yacy, Noku He 6yayTb roToBi pe3ynbtaTtu (BEKTOPKU) BCiX BEPCINA.

Lii, aki noBMHHI OyTM BUKOHaHI y BIiAMOBIAb Ha pe3ynbTaTW PIlLEHHSA B TOYKax MEepPexpecHoro
KOHTPOIO, 3anexaTtb Bif TOro, 4Ym BCi Bepcii BMpOOMNM BignoBigHWIA pe3ynbTaT (BEKTOP) Yy Mexax
3a[aHoro 4vacy, Ta Big Toro, 4m cniBnagatnTb Ui pe3ynbtatu. TakumMu AigMu MOXYTb OYTU: NPOAOBXKEHHS
BMKOHaHHS BepCii, 3aBepLUEeHHS BUKOHAHHS Bepcii, NPOAOBXEHHS Nicnsa 3amMiHu BekTopa AedeKTHOI Bepcil
Ha BEKTOp, NPUNHATUM Yy pe3ynbTaTi PilleHHS.

Anropntm BMBOpPY pilleHHs SIBHO 3aJae AOMYyCTUMUIA Aiana3oH YUCOBUX pesynbTarTiB, AKWO BiH
iCHye, Ta iHWIi MOXnuMBI Pi3HOBMAWM pesynbTaTiB (Hanpwuknad, fodaTkoBi obracTi TEKCTOBOro BMBOAY).
Haibinblw nepcnekTuBHMM MigXo40M [0 pPO3poOKM MOBHOI Ta NpaBWUIbHOI cneuundikalii € BUKOPUCTaHHS
dopmManbHUX MOB creumdikauii gyke BUCOKOro piBHs [9]. HacTynmHMM KpOKOM SIBMISIETbLCSA He3anexHa

po3po0kKa KiNbKox cneumdikaLin, Lo BUKOPUCTOBYHOTbL PidHi dhopmaribHi MOBM.

4. [NocnigXeHHA BiAMOBOCTIMKOCTI NporpamMHoro 3abe3ne4vyeHHs 3a A0NOMOrow egeKTUBHOI
pisHOMaHiTHOCTI
B 1975-1978 pokax B UCLA (KanidopHincekuin yHiBepcuteT B Jloc-AHmkeneci) npoBoaunuch
JOCHIMKEHHs BiIHOCHO BUMOr, AIKi MOBUHHI BMKOHYyBaTucs, o6 3pobutn N -BepciliHe nporpamyBaHHs
MOXNMBUM B3arani, HesanexHo Bif BapTOCTi. TakoxX AOCNiAXyBanncb MeToan Ans NnopiBHSHHA BapTOCTI
Ta ecpektmBHOCTi Mogeni NVS BigHOCHO OAHOBEPCIMHOMO nNporpamyBaHHs Ta nigxody 3 6Grokom
BigHOBNEHHS [9].

DocnimkeHHs 3 nobynosu BigmosocTinkoro M3 Ha npuHumnax N -BepciiHocTi 6ynu posnoyari
UCLA B 1975 poui sk yacTuHa pobiT 3 6e3BigMOBHUX obG4yMcrneHb. HakonuyeHuid 3 TOro 4acy OocCBif
nokasaHo B Tabn. 1 [8]. Tabnuusa nokasye KinbKiCTb po3pobrieHnX BEPCIl, KiNbKICTb MporpamicTiB y rpyni,
Lo po3pobnsina Bepcito, sSIkUM YMHOM niiaHyBanocsi 3abesneyeHHsi Pi3HOMaHITHOCTI Ta SKMMW MOBaMm
nporpaMmyBaHHs 6ynu peani3oBaHi Bepcii B poboTax pisHUX pokiB.

Tabnuua 1. JocnigpkeHHa N -BepciiiHoro nporpamysaHHsa 8 UCLA

Yac IMpoekT Ta cnoHcop Kinbkicte | Poamip rpynu MoTpibHa Moswu
po3pobku Bepcin po3pobku pi3HOMaHITHICTb | NporpamyBaHHs
1975-1976 TekcToBUI pegakTop 27 1 MepcoHan PL/1
[pyna npoekTyBaHHS NPOrpaMHoro
3abesneyeHHst
1977-1978 PiweHHs dyHKUiT po3nogineHHs 16 2 MepcoHan Ta PL/1
imoBipHoCTEN 3 anroputMmu
['pyna npoekTyBaHHS NpOrpaMHoOro
3abe3neyeHHs
1979-1983 Posknag aeponopty 18 1 MepcoHan Ta PL/1
[paHT Ha gocnigxeHHsa NSF 3 cneundpikauii
1984-1986 KepyBaHHA pe3epByBaHHAM 5 2 MNepcoHan Pascal
JaTyukis
'paHT Ha gocnigxeHHs NASA
1986-1988 ABTOMaTU4YHE NPU3EMIIEHHS 6 2 MepcoHan Ta Pascal, Ada,
niTaka 6 moB Modula-2, C,
['paHT Ha pocnigxeHHs Big, Prolog, T
NiNOTHUX CUCTEM
Sperry, Phoenix, AZ
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HainbinbLw Baxnueoto npo6nemoto npu npoektysaHHi N -BepciitHoro M3 e:

— 3abesnedyeHHsa TOro, Wob B OKpeMux Bepcisx He Byno B3aeMHO MOB’A3aHMX HeCNpaBHOCTEN
NPOEKTYBaHHS;

— MiHiMi3aLis MOXNUBOCTI TOro, WO Aekiflbka He3anexHux Bepcii y pesynbTaTti HecnpaBHOCTI
BMPOONSATbL OOHAKOBI MOMUITKOBI BUXOAM, AKi OyayTb CNPUNHSTI Ik KOHCEHCYC NPaBUIIbHUX BUXOAIB.

o6 3anobirtm Takin cuTyauii, Tpeda yCyHyTU BCi MOXIMBI KOHTAKTU MK MPOEKTYBallbHUKaMU
OKpeMMX BepcCin nporpamMu.

PisHOMaHITHICTb NpoekTiB MOXxe ByTn AocArHyTa BMnagkoBo abo BiAnoBiAHO 4O 3adaHWUX BUMOT.
BunaakoBol pPi3HOMaHITHICTIO € Taka pi3HOMaHITHICTb, sika 3abe3nedyyeTbCsl He3anexHUM MnepcoHarom
NPOEKTYBanbHWKIB i BUKNNKaHa pi3HULE B HaB4YaHHi, cnocobi MUcneHHs, AocBigi poboTu iHauBigyyma i
T.n. MNMoTpibHa pi3HOMaHITHICTL — Taka, sika LOCAraeTbCs 3a paxyHOK Pi3HOMaHITHOCTI cneuudikalin, MoB
nporpaMyBaHHsl, iHCTPyMEHTanbHMX 3acobiB MporpamyBaHHS, anroputmie Towo. [lpyu BMbOpI
Pi3HOMAHITHOCTI B KOHKPETHIi pobOTi cnif BpaxoByBaTWM BapTiCTb, TEPMIHM MPOEKTYBAHHS Ta BUMOTMU

rapaHTo34aTHOCTI.

5. OocnigxeHHsA 6GaraToBepCiiHOI CUCTEMM NpoOrpamHoro 3abesnevyeHHA Ha MpuUKNagi NpoeKkTy
nporpamuv KepyBaHHs aBTOMaTUYHUM NMPU3EMITIEHHSAM JliTaka
Ona pocnigpkeHHsa BiAMOBOCTINKOCTI GaraToBepcinHoi cuctemu M3 dipmamn UCLA Ta Honeywell 6yno
po3pobneHo HaykoBo-gocniaHu npoekT 13, 1o 3abesnevye kepyBaHHS aBTOMaTUYHUM NPU3EMIEHHSM
nitaka [10]. B pos3pobui 6yno BukopucTaHo 6 Bepcii Nporpamu, BMKOHAHWX Ha 6-TU Pi3HMX MOBaxX
nporpamyBaHHsS.

MeToto gocnigxeHHst 6ynu:

— po3pobka KepiBHMX MPUHUUMIB NPOEKTYBaHHA ANd BUOANEHHA NPUYMH  MOB’SI3aHUX
HEecCnpaBHOCTEN Y KifNbKOX He3anexHo po3pobreHux Bepcisix nporpamu;

— MOWYK Ta fAeTarnbHe BMBYEHHS BCiX MNOTEHLUINHO MOB’AI3aHUX HECMpPaBHOCTEN Y KiNbKoX
He3anexHux Bepciax nporpamu, Lo 6ynmn po3pobneHi Ha OCHOBI AaHOI creLmdikauii;

— po3pobKka KpUTEpIiiB SKOCTI, WO [A03BOMSAKTb OUIHUTM MOTeHUian pi3HOMaHITHOCTI 4vepes3
BMBYEHHSA cneumndikauii, 3 skoi 6ynun CTBOpPeHi Bepcii;

— po3pobka MeToAiB BMBYEHHS HAbopy BeEpCii 3 METOK BMBYEHHS (PAKTMYHOI Pi3HOMAHITHOCTI B
HaGopi Ta oLiHKa «BUMNAOKOBOI» I «MOTPIGHOT» Pi3HOMAaHITHOCTI.

Y po6GorTi Takox npoeeneHo oLiHKy edektnBHocTi N -BepciiiHoro M3 Ta oro BigHOCHOI Geanekn B
MOPIBHSHHI 3 OANHOYHOIO BEPCIEID.

®ipma Honeywell, sika npoTtarom 6Ginbwe 30 pokiB 6yna ycniwHuM po3pobHukom 13 kepyBaHHS
nonbOTOM niTaka, 3abesneuuna creuudikauilo nporpamu KepyBaHHS aBTOMATUYHUM MNPU3EMIEHHSM
niTaka, TeCTOBi npouenypu, NocTaBuna mMoaenb nitaka Ta Habopu gocnigHux aaHux. Bei anroputmun Ta
3aKOHW KepyBaHHA Oynu BU3HaA4yeHi y BignoBigHOCTI A0 pAiarpam, siki 6ynu 3asipeHi PepepanbHUM
yrnpaeniHHaM aBiauii. Crneundikauiss 6yna BigKkoOpeKTOBaHa Yy BigMoOBIgAHOCTI 40 pobounMx napameTpiB
BM3HAYEHOro nitaka i Moxe OyTu BMKOpUCTAHaA B KOMITKOTEPi YNpaBniHHA MOMbOTOM pearibHOro fitaka.
Llen [OKYMEHT BM3HA4Ya€ TaKOX «TOYKM TECTYBaHHS», B SIKMX MOBMHHI OyTM 3abesnedveHi Buxogu ans

JonaTkoBoi nepesipku Ha nomwunky. lMpu HanucaHHi cneumdikauii rpyna KoopaAuHyBaHHA KepyBanach
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NPUHLMNOM MOCTaBKM nuLle MiHiManbHOI iHdopmauii Ana nporpamicTis, wWo6 3anobirtu HebakaHoMy
BMAMBY Ha po3pobky Bepcin. Cneuudikauis, siky oTpumanu nporpamictv (pasom 3 Tabnuusmu Ta
pucyHkamu), Byna HanucaHa aHrmincbKol MOBOK Ha 64 cropiHkax. i pospobka Benachb rpynow
KOOPAMHYBaHHS, sIKy KOHCYIbTyBanu cneuianbHi ekcneptu, npubnmaHo 10 TwxkHiB. Po3pobka 6-Tu Bepciin
M3 Ha 6-Tm mMoBax nporpamyBaHHSA Oyna BMKOHaHa 12-ma nporpamictamu npotsarom 12 TmkHiB. OTXe,
po3pobka crieumdikauii Ta camoro N3 3abpana mamke ofgHaKoOBY KinbKicTb yacy. Llen dakt nigkpecnioe
BMHATKOBY BaXMNMBICTb pO3pobkuM creLmdikauii.

OCHOBHUM MPUHLMNOM Pi3HOMaHITHOCTI MPOEKTiB Byno 3abe3nevyeHHa MakCMMarnbHO He3anexHuX
rpyn nporpamyBaHHA. Lle 3abesneyyBano «BUNaAKOBY» Pi3HOMAHITHICTb. Ane 3 MeTOH BBeOEHHS
«MNOTPIOHOI» PI3BHOMAHITHOCTI PO3rNAganMCb TaKoX Pi3HOMAHITHICTE anropuTMmiB, MOB MpPOrpaMyBaHHS,
cepefoBULl, po3poOKKM, iHCTpyMeHTanbHMX 3acobiB. Pi3HOMaHITHICTL anroputmiB BUpILLEHO Oyno He
3acTocoByBaTM 3 MPUYUHW CKNALQHOCTI CUMHXPOHI3aUil Bepcin Ta TPYAHOLWIB Yy rapaHToOBaHOMY I1X
y3romxeHHi. byna 3actocoBaHa pi3HOMaHITHICTb MOB NPOrpaMyBaHHs, sika JO3BOJISIE 3anobirtm nomMmunkam
komninaTopa. Lle Takox [o3BONsiE NPOBECTM MOPIBHAMBHUIA aHania MOB BUCOKOIO PiBHS NPW 3aCTOCYBaHHI
X 0O ogHoro i Toro X anroputmy. [ina peanisauil Bepcin 6ynu BUKOPUCTaHi ABi LUMPOKO PO3NOBCIOKEHI
MoBW nporpamysBaHHsi: C Ta Paskal, aBi o6’ekTHO-opieHTOBaHi moBu: Ada Ta Modula-2, moBa noriyHoro
nporpamyBaHHs Prolog Ta MmoBa chyHKLiOHanLHOro nporpamysaHHs T, BapiaHT Lips.

Y npoueci nNpoekTyBaHHS [OTPMMYyBanucb npasuna i3onauil rpyn nporpamictis 3 MeTOoH
3abe3neveHHs BiACYTHOCTI B3aeMOZIii y npoueci nporpamMyBaHHSA. [ns LbOoro rpynamM nporpamyBaHHs anis
pobotn 6ynu HagaHi isanyHO po3aineri ogicn. 3B’A30K MiX rpynammu 6yB 3abopoHeHuin. Yci npobnemu,
NnoB’si3aHi 3 poboToto, BUpiLWyBana creuianbHa rpyna koopauHyBaHHS 3a AOMOMOIOH €MEeKTPOHHOI MOLUTH.
Y cninkyBaHHi 3 rpynol KOOPAMHYBaHHA AOTPUMYBanuUCb MNPUHUMNY HaOaHHA Tinbku HeobxigHol
iHcbopmaLii, o6 YHUKHYTU BMMMBY Ha NPOEKTHI pilleHHA HaJaHHAM HaAMMLIKOBOI iHGopMaLli.

Micna po3pobkm KOXHA Bepcia nporpamMu nNpoWllna CcTafild TeCcTyBaHHA. TecTyBaHHs
npoBoaMnock Ha 6a3si TexHiYHMX BMMOr. BOHO cknagjanocd 3 Tpbox has: TeCTyBaHHS MOAYNS, KOMMMEKCHe
TECTyBaHHA Ta npuAManbHO-34aBaslbHe TECTyBaHHSA. Y Mpoueci TecTyBaHHA Oynn BusBNEHi Ta
BMMpaBMieHi [ONyweHi HecnpaBHOCTi. Tabn. 2 nokasye KiNbKICTb BUSBNEHUX Y KOXHIA Bepcil
HecrnpaBHOCTEN Ta TUMWN LUX HECNPAaBHOCTEMN.

Tabnuuga 2. Knacudikauis HecnpaBHOCTEN y BepcCigx 3a TMnamu

Knac HecnpaBHOCTI ADA C MODULA-2 PASCAL PROLOG T Ycboro
TonorpadivHa 0 1 0 0 9 0 10
[MponyckaHHs 1 3 0 0 8 5 17
HenoTpi6GHui kog, 1 0 0 2 0 2 5
HenpaBunbHuin anroputm 3 5 2 6 9 13 38
HenpasuneHe TiymayeHHst 1 3 1 4 0 1 10
cneumdikauii

HeoaHo3HayHiCTb 0 1 0 0 0 0 1
cneumndikauii

IHLWi 0 0 1 0 0 0 1
Ycboro 6 13 4 12 26 21 82

[na nepesipkn poboTn po3pobneHux Bepcin Byno 3reHepoBaHO MaTeMaTU4Hy Mofernb fiTaka Ta
JiN, WO BUKOHYIOTbCA Ha dhasi KepyBaHHSA NpU3eMNeHHsIM. Y npoLeci TeCTyBaHHA peecTpyBanacb ycsi

icTopis mofentoBaHHs NonboTy. MoTiM NopiBHIOBaANMCL Ta aHanisyBanucb NepeTuHU NomnboTYy BCiX BEPCIi.
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Y pesynbTaTti uux Ain BUABASNUCH PO3BDKHOCTI Ta BU3HA4yanucb HecnpasHOCTI. Takum cnocobom 6Gyno
nposefeHo BinbLu Hixk 1000 ekcnepuMeHTIB MOAEMNOBAHHA MOMbOTY.

OCHOBHi BUCHOBKW LIbOr0 JOCHIAXEHHS:

— KepiBHi MpuHUMNU reHepadii 6araToBepcinHoro 13 € JocuTb MOBHUMM Ta CTIKUMKU ONis
BMKOPUWCTaHHS B MPOMMCIIOBOMY CepenoBMuLLi;

— nNepBUMHHa creumdikauis mictuna 3abarato iHopmauii BiAHOCHO npobnem peanisauii, Wo
3YMOBUWIO OOMEXEHHST Pi3HOMaHITHOCTI;

— nopsaok obuncneHb, SKMM pPO3yMIETbCS B cneuudikalii, Mae Benukui BMAnMB Ha BUBIp
anropuTMiB NporpamicTamMm HaBiTb TOAi, KOMW iCHYIOTb iHWI anbTepHaTUBU; «TOYKU TECTYBaHHS» TexX
0OMEXyYIOTb PiI3HOMAaHITHICTb;

— 3aCTOCYBaHHS Pi3HMX MOB MpoOrpamyBaHHS CNpuAno eekTMBHIN i3onduil rpyn nporpamicTis,
OCKiNNbKM BWKOPWCTOBYBASIUCL Pi3Hi IHCTPYMEHTanbHi 3acobu NiATPUMKK; Lie ChpusAro Pi3HOMAaHITHOCTI
BepCii, LLO NOXoAMNKU 3 ogHiel cneuunagikauir;

— BiAXMneHHs Big cchopMynbLoBaHUX NpaBun NpoekTyBaHHs 6aratosepciniHoro M3 moxe npusecTu
00 i0eHTUYHUX | ToMy ocobnuBo Hebe3neyHux HecnpaBHOCTEW; CTpora Bepudikauis umx npasun
NPOEKTYBaHHS NOBUHHA BYTW YACTUHO NPUIMManbHO-34aBarnbHOro TeCTy;

— noAibHi Ta cniBnagatodi B Yaci HeCnpaBHOCTI (3 MPUYUHN iAEHTUYHOCTI HECNPaBHOCTEN Yy OBOX
Bepcisix) 6ynu pigkicHumu; B 82 HecnpaBHOCTAX, WO Oynu BuaaneHi 3 6 Bepcin nepen npuriManbHO-

3gaBarnbHUM TecTyBaHHSAM, Oyna 3HaligeHa nuile oaHa napa ieHTUYHUX HecnpaBHOCTEN.

6. BUCHOBKM

Ha ocHoBi BCbOro BUKNageHoro Bulile MoxHa 3pobutn BucHoBok, Wwo N -BepciitHe nporpamyBaHHA He
Ma€e anbTepHaTMBM LWOAO eMEeKTUBHOCTI MNpu BUSBMEHHI HecnpaBHOCTeW npoekTyBaHHs [13
rapaHTo3gaTHUX obuucnoBanbHUX CUCTEM. TOMY BOHO € TMOTEHUIMHO edEeKTUBHUM MeTOAO0M
3abesneveHHs BigmoBocTivikocTi M3 i 3acnyroBye Ha noganbLui AOCHIOXKEHHS.

Y TOn e 4ac Haa3BUYaMHO BaXXNMBUM METOAOM LA nonepemkeHHs akTMBi3alii HecnpaBHOCTEN
y OOpTOBUX aBTOHOMHWX CUCTEMAx [OOBroTpMBanoro ¢QyHKLiOHyBaHHS € MeTOA MPOrHO3yBaHHS
HEeCnpaBHOCTEM Ha OCHOBi IMOBIpHICHO-DI3MYHMX Mogenen BIiOMOB  (OMQY3iHMX  PO3MOAinis),
3anponoHoBaHun daxisuammn INMMMC HAHY [11]. MNMepcnekTuBHICTb PO3BUTKY LUUX MOZENen i LumMpoke
3aCTOCYyBaHHA B iHOPMALHUX TEXHOMOorisAX O0yMOBNIOOTECS 1X edeKTMBHICTIO. Butpatm Ha
npoekTyBaHHs 13, NporHo3yBaHHS HecrnpaBHOCTEN Ta NOMepPeKEHHS BIAMOB MalOTb BUCOKY OKYMHICTb Y
NOPIBHSAHHI 3 BTpaTtamMu Yyacy Ta npoaykTuBHOCTI 13 Ha BUABMNEHHS NOMUIKKM, 06pOBNEeHHsT HeCnNpaBHOCTI
Ta BiJHOBMNEHHS NiCNSA y>Xe HasgBHOT NOMUIKN.

Kpim TOro, po3BuMTOK METOAOMOriT NPOEKTYBaHHA 3 BUKOPUCTAHHAM HOBUX iHCTPYMEHTanbHUX
3aco0iB CTaTUCTUYHOIO Ta iMITAUiMHOrO MOAEMOBAHHSA CKITAAHMX CMCTEM Ha OCHOBI Mepex [leTpi Ta E-
Mepex [12] mae MOXNUBICTb CTBOPEHHS, TECTYBaHHS i Bepudikauii NnpoekTy GOpTOBOro po3mnofineHoro
KoMMnekcy, nobyaoBu Mmogeni NoBHOI cneuundikauii Koro yHKLiOHYBaHHS Ta KOMMIIEKCHOrO 4OCHIIKEHHS
CueHapiiB noBefiHkM LWe [o Koro isudHol peanizaudii Ta ekcnnyartadii. Lli mMogeni ontumisyoTb

apXiTekTypy, BUSBNEHHS MOMWUMOK MPOEKTYBaHHA | MOXNMBICTb BOYAOBM 1X Yy KOHTYP KepyBaHHSA
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NMPOrHO3yKYOro enemMeHTa nepesipkn PisHOMaHITHUX rinoTe3 Wwoao ManbyTHbOT noBediHkM cuctemu. Bee

ue noTpebye nopganbnX KOMNNEKCHUX AOCHIOKEHb Ta iMNNeMeHTauil y HauioHanbHii TeXHONOTii.

CMUCOK NITEPATYPU

1. Basic Concepts and Taxonomy of Dependable and Secure Computing / A. Avizienis, J.-C. Lapri, B. Randell et al. //
IEEE Trans. On Dependable Secure Computing. —2004.—Vol. 1, N 1. - P. 11 — 33.

2. Xap4eHko B.C. NapaHTo3gaTHi cuctemMu Ta GaratoBepciiHi obuncneHHsi: acnektn esontouii // PagioenekTpoHHi i
KOMM'IOTEPHI cucTtemu. — 2009. — Ne 7 (41). — C. 46 — 59.

3. [ocnigpkeHHs BiOMOBOCTINKMX OOYMCIIOBanNbHUX 3acobiB y KPUTMYHMX IHOPMAUIMHUX cucTeMax oOpobkm
iHpopmauii Ta kepyBaHHA oO’ekTamMy Ha OCHOBI MepexHoi B3aemogii (wudp “BigmosocTinkicte*) / B.I. Myana,
I.C. Tecnep, O.B. ®egyxiH O.B. Ta iH. / Hayk. 3BiT 3 dyHa. gocnipxkeHb INMMMC HAH Ykpainn. — [epxaBHuin
obnikoBun Ne 0204U006760. — K., 2004. — 264 c.

4. Information Technology Security Evaluation Criteria, Harmonized criteria of France, Germany, the Netherlands, the
United Kingdom, Commission of the European Communities. — 1991.

5. Pfleeger C.P. Data Security, Encyclopedia of Computer Science / A. Ralston et al., eds. — Nature Publishing Group.
—2000. — P. 504 - 507.

6. Laprie J.-C. Dependable Computing and Fault-Tolerance // Digest of Papers FTCS-15. — 1985. — June. — P. 2 — 11.
7. Randell B., Lee P.A., Treleaven P.C. Reliability Issues in Computing System Design // Computing Surveys. — 1978.
—Vol.10, N 2. - P. 124 - 165.

8. Aviizienis A. Dependable Computing Depends on Structured Fault Tolerance // Sixth International Symposium on
Software Reliability Engineering. — 1995. — P. 158 — 168.

9. Avizienis A. The N-Version Approach to Fault-Tolerant Software // IEEE Transactions on Software Engineering. —
1985. — SE-11(12). — P. 1491 — 1501.

10. Avizienis A., Lyu M.R., Shutz W. In search of effective diversity: a six-language study of fault-tolerant flight control
software // Technical Report CSD-870060, UCLA Computer Science Department. — Los Angeles, California, 1987. —
P.15-22.

11. CtpenbHukoB B.I1., ®egyxuH A.B. OueHka 1 NporHo3MpoBaHue 3NeKTPOHHBLIX areMeHToB u cuctem. — K.: Jloroc,
2002. — 486 c.

12. Kasumup B.B. OcHoBHi KoOHUenuii nobynoBu posnogineHux AvHaMiYHUX cucTem ynpaeniHHa [/ BicHuk
YepHiriBCcbKOro TeXHOMoriYHoro iHcTuTyTy: 36ipHUK. — YepHiria: UTI, 1999. — Ne 9. — C. 145 — 152.

Cmamms Haditiwna do pedakuii 22.06.2009

ISSN 1028-9763. MaTteMaTu4yHi MawunHu i cuctemu, 2009, Ne 4 209



